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54 Lansdowne Place Hove East Sussex BN3 1FG
Tel: 01273 735289  Reg.No. 5946663
DATA PROTECTION AGREEMENT FOR THIRD PARTY DATA PROCESSORS

This Data Processing Agreement issued to third party suppliers/businesses (the Data Processor) assigned to provide services to InfoLogic Ltd (the Firm) and that requires the processing of personal data to ensure compliance with the UK Data Protection Act 2018.

1	DEFINITIONS
In this Agreement the following expressions shall bear the following meanings:

	“Personal Data”
	any Personal Data processed on behalf of either party relating to a Data Subject including but not limited to Customer Data, Employee Data, Contractor Data

	“Data Protection Laws”
	the Data Protection Act 2018 (DPA 2018) or privacy laws of any other country.

	“International Transfer Requirements”
	the requirement to ensure that transfers of personal data outside of the EEA have adequate protections in place, as set out in the Data Protection Laws

	“Sub-Processor”
	any person (including a third party) appointed by the Data Controllers to process Personal Data on behalf of the Firm in connection with this agreement.

	“Employee Data”
	Personal data relating to any individual employed whether employee or contractor and shall also apply to any applicant whether recruited or not.




1.1 The terms, "Controller", "Data Subject", "Personal Data Breach", "Processing" and "Supervisory Authority" shall have the same meaning as in the DPA 2018

2 LAWFUL BASIS
2.1 The Firm provides that a lawful basis to process and share personal data with the Service Provider has been identified as is reasonably necessary for the provision of the services provided by the Firm and may include the processing of Employee Data where applicable.

3 PROCESSING OF PERSONAL DATA
3.1 The Data Processor agrees to comply with all Data Protection Laws when processing Personal Data on behalf of the Firm. 
3.2 The Data Processor must not Process Personal Data other than on the Firm’s instructions unless it is required by Data Protections Laws to which the Data Processor is subject to.
3.3 The Data Processor shall take reasonable steps to ensure the reliability of any employee, agent or contractor who may have access to the Firms Personal Data, ensuring in each case that access is strictly limited to those individuals who need to know or access the relevant Personal Data, as necessary for the service provided.
3.4 The Data Processor must not appoint a Sub-Processor without the Firm’s prior written permission.  

4 SECURITY MEASURES
4.1 The Data Processor must in relation to Personal Data implement appropriate technical and organizational measures to ensure a level of security appropriate to that risk and ensure all internal security policies are in place and staff have been sufficiently trained to ensure data is protected while in the care of the Processor.

5 DATA SUBJECT RIGHTS
5.1 The Data Processor must notify the Firm within 48hrs if they receive and request from a given Data Subject in relation to the Data Subject Rights that a Data Subject is entitled to receive in respect of their Personal Data.  This includes but is not limited to a subject access request, a request to stop Processing their Personal Data or, to modify their Personal Data and/or to delete their Personal Data.
5.2 The Data Processor must not respond to any request made by a Data Subject except on the documented instructions of the Firm or as required by Data Protection Laws.
5.3 The Data Processor must co-operate with the Firm to resolve the Data Subject’s request and take such reasonable steps and/or remedial action as directed by the Firm. 

6 DATA BREACH
6.1 Upon becoming aware of a Personal Data breach affecting Data Subjects and therefore affecting the Firm.
6.2 The Data Processor must, without delay, provide the Firm with sufficient information to allow the Firm to assess whether the breach should be reported to the Supervisory Authority. 
6.3 The Firm expects the notification to be made to them by the Data Processor no later than 24 (twenty four) hours of becoming aware of a breach.
6.4 The Data Processor must co-operate with the Firm and take reasonable commercial steps as directed by the Firm to assist in the investigation and mitigation of a Personal Data Breach.

7 DATA PROTECTION IMPACT ASSESSMENT AND PRIOR CONSULTATION
7.1 The Data Processor shall be expected to provide reasonable assistance to the Firm with any data protection impact assessments, and prior consultations with data privacy authorities, which the Firm considers to be required by any provision within any applicable Data Protection Law.

8 TRANSFER OF PERSONAL DATA OUTSIDE THE EUROPEAN ECONOMIC AREA
8.1 The Data Processor must not transfer any such Personal Data to any location or territory outside the UK or European Economic Area except with the prior written consent of the Firm and in accordance with any terms the Firm may impose on such transfer as the Firm deems necessary to satisfy the International Transfer Requirements.

9 DELETION OR RETURN OF CUSTOMER PERSONAL DATA
9.1 The Data Processor must promptly and in any event within 2 (two) months of the submission of any Personal Data to the Firm delete any retained copies of that data.  
9.2 Subject to 9.3 the Firm may in its absolute discretion and by written notice to its Data Processor within 5 days of the termination of its relationship with the Processor require the Processor to:

9.2.1 return a complete copy of all the Personal Data to the Firm by secure file 
      transfer in such format as is reasonably notified by the Firm to the Data 
      Processor unless it has already been securely destroyed.  
9.2.2 the Data Processor must comply with any such written request within 10 (ten) days 
                             of the written notice. 

9.3 The Data Processor can only retain the Personal Data to the extent and for such period required by Data Protection Laws and provided the Data Processor ensures the confidentiality of all such Personal Data and ensures that such Personal Data is only Processed as necessary for the purpose(s) specified in Data Protection Laws and for no other purpose. 
9.4 The Data Processor must provide written certification to the Firm that it has fully complied with the requirements stipulated in 9.2 within 10 (ten) days of the date of the notice.

10 AUDIT RIGHTS
10.1 The Data Processor must make available to the Firm on request all information necessary to demonstrate compliance with the requirements in this agreement and shall allow for and contribute to audits, including inspections, by the Firm, its representative or an auditor mandated by the Firm in relation to the Processing of the Personal Data.


I confirm that I have the authority to sign the above Data Processing Agreement on behalf of the Service Provider who accept the terms in relation to the secure processing of data that may be shared with Us for the purpose of providing Our Services to InfoLogic Ltd

SIGNED BY THE SERVICE PROVIDER			POSITION

_______________________________________		__________________________
								                                           
DATE

________________________________________		
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